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Global Certificate in Drone Warfare and Society

Drone Warfare in Modern Conflicts

Drone warfare is a complex and ever-evolving topic in modern conflicts. In this explanation, we will cover
some of the key terms and vocabulary related to drone warfare that are essential for understanding this
field.

1. Drone: A drone, also known as an unmanned aerial vehicle (UAV), is an aircraft that can fly without a
human pilot on board. Drones can be remotely controlled or can fly autonomously using pre-programmed
flight plans or artificial intelligence.

2. Unmanned Aerial System (UAS): A UAS is a system that includes a drone, a ground control station, and a
communication link between them. The ground control station is where the operator controls the drone
and receives data from it.

3. Remotely Piloted Aircraft (RPA): RPA is a term used by the International Civil Aviation Organization (ICAO)
to describe drones that are controlled remotely by a human operator.

4. Autonomous drones: Autonomous drones are drones that can fly without human intervention. They use
artificial intelligence (Al) and sensors to navigate and complete tasks.

5. Lethal drones: Lethal drones are drones equipped with weapons, such as missiles or bombs. They are
used for targeted killings and are a controversial aspect of drone warfare.

6. Predator drone: The Predator drone is a type of lethal drone developed by General Atomics. It has been
used extensively by the United States military and Central Intelligence Agency (CIA) for targeted killings in
Pakistan, Yemen, and Somalia.

7. Reaper drone: The Reaper drone is an upgraded version of the Predator drone. It has a longer range, can
carry more weapons, and has a faster speed.

8. Ground control station: A ground control station is a facility where drone operators control the drone and
receive data from it. It can be a fixed location or a mobile unit.

9. Line of sight (LOS): Line of sight refers to the ability of the drone operator to see the drone while it is in
flight. Beyond line of sight (BLOS) operations refer to drone flights where the operator cannot see the
drone.

10. Geofencing: Geofencing is a technology that uses GPS to create a virtual fence around a specific area.
Drones equipped with geofencing technology cannot enter or leave the designated area without
authorization.

11. Counter-drone technology: Counter-drone technology refers to systems used to detect, track, and
neutralize drones. These systems can include radar, electronic warfare, and kinetic weapons.

12. Signals intelligence (SIGINT): Signals intelligence is the interception and analysis of electronic signals,
such as radio or internet communications. Drones use SIGINT to locate and track targets.

13. Full-motion video (FMV): Full-motion video is video footage captured by drones in real-time. FMV is
used for reconnaissance, surveillance, and targeting.

14. Targeted killing: Targeted killing is the deliberate killing of an individual or group of individuals who are
deemed to be a threat to national security. Drones are often used for targeted killings in modern conflicts.
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15. Ethical considerations: Ethical considerations refer to the moral questions surrounding the use of drones
in modern conflicts. These questions include the legality of targeted killings, the accuracy of drone strikes,
and the impact on civilians.

16. Military doctrine: Military doctrine is the strategic and tactical principles that guide the military's use of
force. Drones have become an essential part of modern military doctrine.

17. Asymmetric warfare: Asymmetric warfare is a type of warfare where one side has a significant advantage
over the other, often in technology or resources. Drones are often used in asymmetric warfare to gain an
advantage over adversaries.

18. Swarm drones: Swarm drones are a group of drones that operate together in a coordinated manner.
They can be used for reconnaissance, surveillance, or attack missions.

19. Artificial intelligence (Al): Artificial intelligence is the ability of a machine to perform tasks that would
typically require human intelligence. Drones use Al for autonomous navigation, target recognition, and
decision-making.

20. Cybersecurity: Cybersecurity refers to the protection of electronic systems and data from unauthorized
access or theft. Drones are vulnerable to cyber attacks, and cybersecurity is a critical concern in drone
warfare.

In summary, drone warfare is a complex and ever-evolving topic in modern conflicts. Understanding key
terms and vocabulary is essential for anyone interested in this field. From unmanned aerial systems to
cybersecurity, this explanation has covered some of the most critical terms and concepts related to drone
warfare. As technology continues to advance, it is likely that the use of drones in modern conflicts will
continue to evolve, making it essential to stay up-to-date with the latest terminology and developments.
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