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Postgraduate Certificate in Advanced FinTech

Cryptocurrency and Blockchain Technology

Cryptocurrency and Blockchain Technology Vocabulary:

Cryptocurrency:

Cryptocurrency is a digital or virtual form of currency that uses cryptography for security. It operates
independently of a central authority, such as a government or financial institution, making it decentralized.
Cryptocurrencies use blockchain technology to secure transactions, control the creation of additional units,
and verify the transfer of assets.

Blockchain:

A blockchain is a distributed ledger that records transactions across a network of computers. Each block in
the chain contains a cryptographic hash of the previous block, timestamped transaction data, and a unique
identifier. Once a block is added to the chain, it is immutable, meaning it cannot be altered retroactively
without consensus from the network.

Bitcoin:

Bitcoin is the first and most well-known cryptocurrency, created by an unknown person or group of people
under the pseudonym Satoshi Nakamoto in 2009. It operates on a peer-to-peer network and uses a proof-
of-work consensus mechanism to validate transactions. Bitcoin has a limited supply of 21 million coins,
making it deflationary by nature.

Ethereum:

Ethereum is a decentralized platform that enables developers to build and deploy smart contracts and
decentralized applications (dApps). It was proposed by Vitalik Buterin in late 2013 and went live in 2015.
Ethereum's native cryptocurrency is called Ether (ETH), and it uses a proof-of-stake consensus mechanism
called Casper.

Altcoin:

Altcoin is a term used to describe any cryptocurrency other than Bitcoin. There are thousands of altcoins in
existence, each with its unique features and use cases. Some popular altcoins include Ethereum, Ripple,
Litecoin, and Cardano.

Wallet:

A cryptocurrency wallet is a digital tool that allows users to store, send, and receive cryptocurrencies.
Wallets can be software-based (hot wallets) or hardware-based (cold wallets) and come in various forms,
such as desktop, mobile, web, and paper wallets.

Mining:
Mining is the process of validating transactions and adding them to a blockchain. Miners use computational
power to solve complex mathematical puzzles, earning rewards in the form of newly minted coins or
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transaction fees. Bitcoin mining, for example, requires specialized hardware known as ASICs (Application-
Specific Integrated Circuits).

Decentralized Finance (DeFi):

DeFi refers to a set of financial services and products built on blockchain technology that aims to eliminate
intermediaries like banks and brokers. DeFi applications include decentralized exchanges (DEXs), lending
protocols, yield farming, and synthetic assets.

Smart Contract:

A smart contract is a self-executing contract with the terms of the agreement directly written into code.
Smart contracts run on blockchain platforms like Ethereum and automatically enforce the terms of the
agreement without the need for intermediaries.

Tokenization:

Tokenization is the process of converting real-world assets into digital tokens on a blockchain. These tokens
represent ownership of the underlying asset and can be traded or transferred seamlessly. Examples of
tokenized assets include real estate, art, stocks, and commodities.

Initial Coin Offering (ICO):

An ICO is a fundraising method in which a project or company sells digital tokens to early investors in
exchange for funding. ICOs were popular in the early days of cryptocurrency but have faced regulatory
scrutiny due to fraudulent activities and scams.

Security Token Offering (STO):

An STO is a fundraising method similar to an ICO but involves issuing security tokens that represent
ownership in a company or asset. Security tokens are subject to securities regulations and offer investors
legal rights and protections.

Consensus Mechanism:

A consensus mechanism is a protocol used to achieve agreement among participants in a distributed
network. Popular consensus mechanisms in blockchain technology include proof-of-work (PoW), proof-of-
stake (PoS), delegated proof-of-stake (DPoS), and proof-of-authority (PoA).

Scalability:

Scalability refers to the ability of a blockchain network to handle increasing transaction volumes without
compromising performance. Achieving scalability is a significant challenge for blockchain platforms like
Bitcoin and Ethereum, which face issues with network congestion and high fees during peak usage.

Interoperability:

Interoperability is the ability of different blockchain networks to communicate and share information
seamlessly. Interoperability solutions aim to bridge the gap between siloed blockchains, enabling cross-
chain transactions and data transfers.

Privacy:
Privacy is a crucial aspect of blockchain technology, as it enables users to transact securely and

Read online: https://certificates.HealthCareCourses.org.uk/guides/ HealthCareCourses (An LSIB brand) - 27 Jun 2026
2823106/cryptocurrency-and-blockchain-technology



Healtheds GUIDE

anonymously. Privacy-focused cryptocurrencies like Monero and Zcash use advanced cryptographic
techniques to obfuscate transaction details and protect user identities.

Immutable:

Immutability is a key feature of blockchain technology that ensures once data is recorded on the
blockchain, it cannot be altered or deleted. This property provides transparency, auditability, and trust in the
integrity of the ledger.

Proof-of-Work (PoW):

Proof-of-Work is a consensus mechanism used in blockchain networks, where miners compete to solve
complex mathematical puzzles to validate transactions and create new blocks. PoW is energy-intensive and
has been criticized for its environmental impact.

Proof-of-Stake (PoS):

Proof-of-Stake is an alternative consensus mechanism that selects block validators based on the number of
tokens they hold and are willing to "stake" as collateral. PoS is more energy-efficient than PoW and is used
by blockchain platforms like Ethereum 2.0.

Cross-Chain:

Cross-chain technology allows assets and data to be transferred between different blockchain networks.
Cross-chain solutions aim to overcome the limitations of interoperability and enable seamless
communication between disparate blockchains.

Oracles:

Oracles are third-party services that provide external data to smart contracts on the blockchain. Oracles play
a crucial role in decentralized applications by feeding real-world information, such as prices, weather
conditions, and sports scores, into the blockchain.

Non-Fungible Token (NFT):

A non-fungible token is a type of digital asset that represents ownership of a unique item or collectible.
NFTs are indivisible and cannot be exchanged on a one-to-one basis, unlike cryptocurrencies like Bitcoin or
Ether. NFTs have gained popularity in the art, gaming, and music industries.

Delegated Proof-of-Stake (DPoS):

Delegated Proof-of-Stake is a consensus mechanism that relies on a set of elected block producers to
validate transactions and create new blocks. DPoS is used by blockchain platforms like EOS and Tron to
achieve faster transaction speeds and lower fees.

Hard Fork:

A hard fork is a permanent divergence in a blockchain's protocol, resulting in two separate chains and
networks. Hard forks can occur due to disagreements among developers or community members and often
lead to the creation of a new cryptocurrency.

Soft Fork:
A soft fork is a temporary change to a blockchain's protocol that is backward-compatible with older
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versions. Soft forks do not split the network but introduce new rules that restrict the validity of blocks or
transactions.

Gas:

Gas is a unit of measure used to calculate the computational effort required to execute operations on the
Ethereum blockchain. Users pay gas fees in Ether to incentivize miners to process their transactions. Gas
fees fluctuate based on network congestion and transaction complexity.

Consensus Algorithm:

A consensus algorithm is a set of rules and processes that dictate how participants in a blockchain network
reach agreement on the validity of transactions. Consensus algorithms ensure the security and integrity of
the ledger by establishing a shared truth among all nodes.

Atomic Swap:

An atomic swap is a peer-to-peer exchange of cryptocurrencies between two parties without the need for a
centralized intermediary. Atomic swaps use smart contracts to ensure that either both parties receive the
agreed-upon assets or the transaction is canceled.

Decentralized Autonomous Organization (DAO):

A DAO is an organization governed by smart contracts and run transparently on a blockchain. DAOs use
decentralized decision-making processes and voting mechanisms to manage funds, make collective
decisions, and execute projects without central control.

Stablecoin:

A stablecoin is a type of cryptocurrency designed to maintain a stable value by pegging it to a reserve asset
like the US dollar or gold. Stablecoins provide a reliable store of value and are used for trading, remittances,
and as a hedge against volatility.

Off-Chain:

Off-chain refers to transactions or activities that occur outside of the blockchain network. Off-chain
solutions aim to improve scalability, reduce fees, and enhance privacy by moving certain operations off the
main blockchain.

Layer 2:

Layer 2 solutions are protocols built on top of existing blockchains to improve scalability and performance.
Layer 2 technologies, such as state channels and sidechains, enable faster and cheaper transactions by
processing them off-chain and settling them on the main blockchain.

Tokenomics:

Tokenomics is the economic model and design of a cryptocurrency token, including its distribution, supply,
utility, and governance. Tokenomics plays a crucial role in incentivizing network participants, fostering
adoption, and ensuring the sustainability of the ecosystem.

Zero-Knowledge Proof:
Zero-knowledge proof is a cryptographic technique that allows one party to prove the validity of a
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statement without revealing any sensitive information. Zero-knowledge proofs are used to enhance privacy
and security in blockchain transactions.

Fiat Currency:

Fiat currency is government-issued money that is not backed by a physical commodity like gold or silver.
Examples of fiat currencies include the US dollar, euro, yen, and pound sterling. Cryptocurrencies are often
compared to fiat currencies as digital alternatives.

Public Key Cryptography:

Public key cryptography is a cryptographic system that uses a pair of keys (public and private) to encrypt
and decrypt data securely. Public key cryptography plays a vital role in securing blockchain transactions and
protecting user identities.

Regulatory Compliance:

Regulatory compliance refers to adhering to laws, regulations, and guidelines set forth by governmental
authorities. Cryptocurrency and blockchain projects must comply with anti-money laundering (AML), know
your customer (KYC), and financial regulations to operate legally.

Cross-Border Payments:

Cross-border payments are transactions that occur between parties in different countries or regions.
Cryptocurrencies offer a faster, cheaper, and more efficient alternative to traditional payment systems for
cross-border remittances and international trade.

Quantum Computing:

Quantum computing is a rapidly evolving field of computing that leverages quantum-mechanical
phenomena to perform calculations at speeds exponentially faster than classical computers. Quantum
computers pose a potential threat to blockchain security due to their ability to break cryptographic
algorithms.

Regulatory Sandbox:

A regulatory sandbox is a controlled environment established by regulatory authorities to test innovative
financial technologies like blockchain and cryptocurrencies. Companies can operate within the sandbox
under relaxed regulations to assess the impact of their products and services.

Custodial Wallet:

A custodial wallet is a type of cryptocurrency wallet where a third party holds and manages the user's
private keys on their behalf. Custodial wallets provide convenience but raise security concerns, as users do
not have full control over their funds.

Decentralized Exchange (DEX):

A decentralized exchange is a trading platform that operates without a central authority or intermediary.
DEXs allow users to trade cryptocurrencies directly with one another in a peer-to-peer manner, eliminating
the need for a trusted third party.

Token Swap:

Read online: https://certificates.HealthCareCourses.org.uk/guides/ HealthCareCourses (An LSIB brand) - 27 Jun 2026
2823106/cryptocurrency-and-blockchain-technology



Healtheds GUIDE

A token swap is the process of exchanging one cryptocurrency for another at a predetermined exchange
rate. Token swaps can occur during a project's rebranding, migration to a new blockchain, or the launch of a
new token.

Regulatory Framework:

A regulatory framework is a set of rules, laws, and guidelines that govern the operation of cryptocurrency
and blockchain projects. Regulatory frameworks vary by jurisdiction and aim to protect investors, prevent
fraud, and promote innovation in the industry.

Layer 1:

Layer 1 refers to the base protocol layer of a blockchain network, where core functionalities like consensus,
security, and asset issuance are implemented. Layer 1 solutions form the foundation of the blockchain and
are essential for network operation.

Cross-Platform:

Cross-platform refers to applications or technologies that can run on multiple operating systems or
blockchains. Cross-platform solutions enable interoperability between different networks and enhance the
usability and accessibility of blockchain technology.

Non-Custodial:
Non-custodial refers to services or solutions that do not hold or control users' funds. Non-custodial wallets
and exchanges give users full ownership and control over their assets, enhancing security and privacy.

Token Standard:

A token standard is a set of rules and specifications that define the behavior and functionality of a
cryptocurrency token on a blockchain. Token standards, such as ERC-20, ERC-721, and BEP-20, ensure
compatibility and interoperability between different tokens.

Proof-of-Authority (PoA):

Proof-of-Authority is a consensus mechanism where block validators are selected based on their reputation
or authority. PoA is used in private and consortium blockchains to achieve high throughput, low latency,
and efficient transaction processing.

Regulatory Clarity:

Regulatory clarity refers to a clear and consistent regulatory environment that provides certainty for
cryptocurrency and blockchain businesses. Regulatory clarity helps foster innovation, attract investment,
and protect consumers in the rapidly evolving industry.

Cross-Chain Bridge:

A cross-chain bridge is a technology that enables the transfer of assets between different blockchain
networks. Cross-chain bridges facilitate interoperability and liquidity by allowing users to seamlessly move
tokens across disparate blockchains.

Proof-of-Concept (PoC):
Proof-of-Concept is a demonstration or pilot project that validates the feasibility and potential of a new
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technology or idea. PoCs are used to showcase the capabilities of blockchain solutions and attract interest
from stakeholders and investors.

Decentralized Identity:

Decentralized identity is a concept that aims to give individuals control over their digital identities without
relying on centralized authorities. Blockchain-based decentralized identity solutions offer privacy, security,
and portability for personal data.

Regulatory Sandbox:

A regulatory sandbox is a controlled environment established by regulatory authorities to test innovative
financial technologies like blockchain and cryptocurrencies. Companies can operate within the sandbox
under relaxed regulations to assess the impact of their products and services.

Token Burn:
Token burn is the process of permanently removing cryptocurrency tokens from circulation. Token burns can
be used to reduce the total supply of a token, increase scarcity, and potentially drive up its value.

Orphan Block:

An orphan block is a valid block that is not included in the main blockchain due to a shorter competing
chain. Orphan blocks occur when multiple miners find blocks at the same time, leading to temporary forks
in the blockchain.

Gas Limit:

Gas limit is the maximum amount of computational work a user is willing to pay for when executing a
transaction on the Ethereum blockchain. Users set the gas limit to prevent infinite loops and ensure that
transactions are processed efficiently.

Merkle Tree:

A Merkle tree is a data structure used in blockchain technology to securely store and verify the integrity of
transaction data. Merkle trees organize transaction hashes in a tree structure, allowing nodes to efficiently
verify the validity of blocks.

Peer-to-Peer (P2P):

Peer-to-Peer refers to a decentralized network architecture where participants interact directly with one
another without intermediaries. P2P networks are used in blockchain technology to facilitate transactions,
communication, and data sharing.

Cross-Chain Atomic Swap:

A cross-chain atomic swap is a trustless exchange of cryptocurrencies across different blockchain networks.
Atomic swaps use smart contracts to ensure that either both parties receive the agreed-upon assets or the
transaction is canceled, eliminating counterparty risk.

Private Key:
A private key is a randomly generated string of characters that allows users to access and control their
cryptocurrency assets. Private keys must be kept secure and confidential to prevent unauthorized access to
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funds.

Public Key:
A public key is derived from a user's private key and serves as their unique identifier on the blockchain.
Public keys are used to receive cryptocurrency payments and verify digital signatures in transactions.

Double Spending:

Double spending is a potential risk in digital currencies where the same funds are spent more than once.
Blockchain technology prevents double spending by recording transactions in a chronological and
immutable manner.

Multi-Signature (Multisig):

Multi-signature is a security feature that requires multiple private keys to authorize a transaction. Multisig
wallets enhance security by distributing control among several users, reducing the risk of unauthorized
access.

Token Velocity:
Token velocity is a measure of how frequently a cryptocurrency token is used for transactions within a given
period. High token velocity can indicate a high level of economic activity and demand for the token.

Sybil Attack:

A Sybil attack is a type of network attack where a malicious actor creates multiple fake identities to gain
control or influence over a system. Blockchain networks use mechanisms like proof-of-work to mitigate the
risk of Sybil attacks.

Immutable Ledger:

An immutable ledger is a record of transactions that cannot be altered, deleted, or tampered with.
Blockchain technology provides an immutable ledger by linking blocks of data in a chain with cryptographic
hashes.

Token Swap:

A token swap is the process of exchanging one cryptocurrency for another at a predetermined exchange
rate. Token swaps can occur during a project's rebranding, migration to a new blockchain, or the launch of a
new token.

Mining Pool:

A mining pool is a group of miners who combine their computational resources to increase their chances of
validating blocks and earning rewards. Mining pools distribute rewards proportionally to members based
on their contributions.

Finality:

Finality refers to the irreversible confirmation of a transaction on the blockchain. Once a transaction is
included in a block and added to the chain, it is considered final and cannot be reversed without a
significant network-wide consensus.
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Quantum Resistance:

Quantum resistance is the ability of a cryptographic system to withstand attacks from quantum computers.
Quantum-resistant algorithms and encryption methods are being developed to protect blockchain networks
from potential quantum threats.

Layer 1 Scaling:

Layer 1 scaling refers to improving the performance and throughput of a blockchain network at the base
protocol layer. Layer 1 scaling solutions aim to enhance transaction speed, reduce fees, and increase the
capacity of the blockchain.

On-Chain Governance:

On-chain governance is a decentralized decision-making process that allows network participants to
propose, vote on, and implement changes to the blockchain protocol. On-chain governance ensures
transparency, inclusivity, and community involvement in project development.

Cross-Chain Communication:

Cross-chain communication is the ability of different blockchain networks to exchange information, assets,
or tokens seamlessly. Cross-chain communication protocols enable interoperability and collaboration
between disparate blockchains.

Gas Price:

Gas price is the amount of Ether users are willing to pay per unit of gas to execute a transaction on the
Ethereum blockchain. Users set the gas price to prioritize their transactions based on network congestion
and processing times.

Fungibility:

Fungibility is the property of an asset or currency that allows each unit to be interchangeable with any other
unit of the same value. Cryptocurrencies like Bitcoin are fungible, meaning one Bitcoin is equivalent to
another Bitcoin in terms of value and usability.

Cryptoeconomics:

Cryptoeconomics is the study of economic incentives and mechanisms within blockchain networks to
achieve desired outcomes. Cryptoeconomics combines cryptography, economics, and game theory to
design and analyze incentive structures in decentralized systems.

Zero-Knowledge Proofs:

Zero-knowledge proofs are cryptographic protocols that allow one party to prove knowledge of a secret
without revealing the secret itself. Zero-knowledge proofs enhance privacy and security in blockchain
transactions by validating information without disclosing sensitive data.

Layer 2 Solutions:

Layer 2 solutions are protocols built on top of existing blockchains to improve scalability, speed, and
efficiency. Layer 2 technologies, such as state channels and sidechains, enable off-chain processing of
transactions while preserving the security of the main blockchain.
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Halving:

Halving is an event in a cryptocurrency's protocol where the block reward for miners is reduced by half.
Halvings occur at regular intervals to control the inflation rate and limit the total supply of the
cryptocurrency.

Sharding:

Sharding is a technique used to improve the scalability of blockchain networks by partitioning the database
into smaller, more manageable parts called shards. Sharding allows for parallel processing of transactions,
increasing throughput and reducing congestion.

Layer
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