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Advanced Certificate in Tank Storage and Terminal Operations in Oil and Gas (Oman)

Fire Protection And Emergency Response

Alarm Systems — related terms: fire alarm, detection panel. Devices that provide audible or visual alerts
when a fire condition is detected. They are integrated with detection devices and control panels to initiate
evacuation and suppression actions. Example: A high-decibel horn activates when a temperature sensor
exceeds the set point. Challenge: Maintaining reliability in harsh terminal environments where dust and
corrosion can impair sensors.

Automatic Sprinkler Systems — related terms: wet pipe, dry pipe. Fixed-install fire-suppression networks that
discharge water through sprinkler heads upon activation by heat. Wet pipe systems contain water in the
pipes; dry pipe systems are filled with pressurised air and only release water when a sprinkler opens.
Example: A wet pipe system protects a loading rack where oil is stored at ambient temperature. Challenge:
Preventing freezing in cold climates and ensuring adequate water supply during simultaneous incidents.

Blow-out Panels — related terms: ventilation, pressure relief. Engineered openings in storage tanks that allow
rapid release of vapour pressure to prevent rupture. They are calibrated to open at specific pressure
differentials. Example: A 150 psi relief panel on a crude oil tank mitigates over-pressurisation during a fire.
Challenge: Proper sizing to balance safe venting with minimising vapour loss.

Booster Pumps — related terms: fire-water supply, hydraulic system. Auxiliary pumps that increase water
pressure for firefighting systems when the main supply is insufficient. They are often powered by diesel
generators for redundancy. Example: A booster pump raises pressure from 2 bar to 7 bar to meet the
demands of a deluge system. Challenge: Regular testing to avoid failure during an emergency.

CO; Extinguishing Systems — related terms: clean agent, inert gas. Fixed-installation systems that discharge
carbon dioxide to displace oxygen and suppress fire without damaging equipment. Used in areas with
sensitive electronics or oil-filled equipment. Example: A CO, system protects a control room housing SCADA
equipment. Challenge: Ensuring safe evacuation of personnel before discharge due to asphyxiation risk.

Control Room — related terms: emergency operations centre, monitoring station. Central hub where fire
detection, alarm, and suppression systems are monitored and controlled. Operators receive real-time data
from sensors and coordinate response actions. Example: The control room initiates a shutdown of loading
pumps upon fire alarm activation. Challenge: Maintaining uninterrupted power and communications during
a fire.

Dead-Man Switch - related terms: emergency stop, safety interlock. A device that automatically shuts down
critical equipment if the operator becomes incapacitated or releases the control. Often incorporated in
pump control panels. Example: Releasing the dead-man switch stops a loading pump during a fire.
Challenge: Preventing inadvertent activation while ensuring rapid response.

Deluge Systems — related terms: water spray, high-volume discharge. Open-nozzle fire-suppression systems
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that release a large volume of water simultaneously over a protected area. Triggered by heat detectors or
manual stations. Example: A deluge system covers a crude oil loading bay, flooding the area to suppress jet
fires. Challenge: Providing sufficient water supply and drainage to avoid secondary hazards.

Emergency Shutdown (ESD) System — related terms: process safety, isolation valves. Integrated safety
system that isolates and depressurises process equipment upon detection of a fire or other emergency. It
automatically closes valves and stops pumps. Example: The ESD system isolates a tank farm when a fire
alarm is triggered. Challenge: Coordinating with production schedules to minimise downtime while ensuring
rapid isolation.

Emergency Response Plan (ERP) — related terms: contingency plan, incident command. Documented
strategy outlining procedures, responsibilities, and resources for responding to fire incidents. Includes
evacuation routes, communication protocols, and equipment deployment. Example: The ERP specifies the
roles of terminal operators, fire brigade, and OHA during a fire. Challenge: Keeping the plan current with
facility modifications and regulatory changes.

Fire Alarm Panels — related terms: control unit, annunciator. Centralised devices that receive signals from
detection sensors and activate alarms, suppression systems, and notification devices. Panels often display
zone status and fault conditions. Example: A fire alarm panel in the terminal shows a fault in zone 3,
prompting inspection. Challenge: Ensuring panel redundancy and protection against power loss.

Fire Detection Systems — related terms: heat detectors, flame scanners. Networks of sensors that identify fire
conditions through temperature rise, flame presence, or smoke. They provide early warning to initiate
response actions. Example: Linear heat detectors run along a pipe corridor to detect localized heating.
Challenge: Selecting sensors resistant to oil vapour interference and false alarms.

Fire Extinguishers — related terms: portable, ABC, CO,. Hand-carried devices containing extinguishing agents
such as water, foam, dry chemical, or CO; for initial fire attack. Classified by fire type (A, B, C, D, K). Example:
A Class B foam extinguisher is stationed near a gasoline loading dock. Challenge: Regular inspection and
crew training to ensure proficiency.

Fire Foam Systems — related terms: AFFF, AR-AFFF, foam concentrate. Fixed or mobile systems that
discharge foam mixed with water to smother flammable liquid fires. Foam forms a blanket that isolates
vapour from oxygen. Example: An AFFF system protects a tanker loading area, covering spills instantly.
Challenge: Managing foam concentrate storage, environmental disposal, and compatibility with different oil
grades.

Fire Hydrant Network — related terms: piping, hydrant caps. System of underground water mains and
surface hydrants providing water for firefighting apparatus. Designed to deliver high flow rates at adequate
pressure. Example: A 1500 L/min hydrant supplies water to the terminal fire brigade. Challenge: Preventing
corrosion and ensuring unobstructed access in a busy terminal.

Fire Isolation Valve — related terms: shut-off valve, safety valve. Valve installed in pipelines to isolate sections
during a fire, preventing fuel spread. Often actuated automatically by the fire detection system. Example: A
fire isolation valve closes the line feeding a tank when a fire alarm is received. Challenge: Maintaining valve
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integrity under high temperature and pressure.

Fire Risk Assessment (FRA) — related terms: hazard analysis, safety audit. Systematic evaluation of fire
hazards, likelihood, and consequences to determine risk levels and mitigation measures. Conducted
periodically and after major changes. Example: An FRA identifies the loading arm as a high-risk area due to
potential jet fire. Challenge: Accurately modelling complex interactions of oil vapour, equipment, and
human factors.

Fire Water Supply — related terms: reservoir, pump house. Dedicated water source, storage tanks, and
pumping infrastructure reserved for firefighting. Must meet flow and pressure requirements set by
standards. Example: A 5M L water tank supplies the deluge system and hydrants. Challenge: Ensuring water
quality and avoiding depletion during prolonged incidents.

Flame Scanners — related terms: infrared detector, UV detector. Sensors that detect characteristic radiation
emitted by flames, providing rapid fire detection for liquid fuel fires. Often used in high-risk areas like
loading bays. Example: A flame scanner triggers a deluge system when it senses a jet fire. Challenge:
Preventing false alarms from sunlight or welding arcs.

Foam Concentrate — related terms: AFFF, FFFP. Chemical additive mixed with water to produce fire-fighting
foam. Different formulations provide varying expansion ratios and oil-water compatibility. Example: A 6%
AFFF concentrate is stored in a dedicated tank for quick mixing. Challenge: Managing environmental impact
and regulatory restrictions on fluorinated surfactants.

General Alarm — related terms: public address, evacuation signal. Audible signal that indicates an emergency
requiring immediate evacuation or shelter-in-place. Typically a continuous horn or siren. Example: A 105dB
general alarm sounds throughout the terminal when a fire is detected. Challenge: Ensuring audibility across
noisy operational areas.

Heat Detectors — related terms: fixed temperature, rate-of-rise. Devices that sense temperature increase
above a set point or a rapid temperature rise, indicating fire onset. Fixed temperature detectors trigger at a
specific temperature; rate-of-rise detectors respond to rapid changes. Example: Fixed temperature detectors
are installed in storage tank roofs to detect fire. Challenge: Selecting appropriate set points to avoid
nuisance trips in hot climates.

Incident Command System (ICS) — related terms: command hierarchy, emergency operations centre.
Structured management framework that defines roles, responsibilities, and communication flow during
emergencies. Facilitates coordination among terminal staff, fire services, and authorities. Example: The
terminal Incident Commander coordinates with the national fire brigade using ICS protocols. Challenge:
Training all stakeholders in consistent use of the system.

Isolation Zones - related terms: fire barrier, safe area. Designated areas where equipment can be isolated
and personnel can take refuge during a fire. Typically include fire-protected walkways and refuge stations.
Example: Zone 2 provides a safe path for personnel to evacuate from the loading area. Challenge:
Maintaining clear egress routes and signage under operational constraints.
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Joint Hazard Analysis (JHA) — related terms: process safety, HAZOP. Collaborative assessment involving
multiple disciplines to identify hazards arising from interactions of processes, equipment, and human
actions. Focuses on fire, explosion, and toxic releases. Example: A JHA evaluates the combined risk of
loading and vapour recovery systems. Challenge: Aligning diverse stakeholder perspectives and data
sources.

Kerosene Storage Tanks — related terms: product tank, fire zone. Large containers used to store kerosene, a
highly flammable liquid. Require specific fire protection measures such as foam systems and heat detection.
Example: A 30 ML kerosene tank is protected by a dry-pipe sprinkler system. Challenge: Managing vapour
emissions and ensuring adequate ventilation.

Leak Detection Systems (LDS) — related terms: sensor network, automatic shut-off. Continuous monitoring
technologies that detect fluid leaks through pressure, acoustic, or vapour sensors. Early leak detection
reduces fire initiation risk. Example: An LDS alerts operators to a small gasoline leak in a loading arm.
Challenge: Maintaining sensor calibration and minimizing false positives.

Liquid Foam Proportioning Unit (LFPU) — related terms: foam maker, proportioner. Equipment that mixes
foam concentrate with water at the correct ratio to produce firefighting foam. Often located near high-risk
areas for rapid deployment. Example: The LFPU delivers 6 % foam for the deluge system on the jetty.
Challenge: Ensuring reliable operation under extreme temperatures.

Low-Pressure Water Mist Systems — related terms: mist nozzle, spray cooling. Fire-suppression systems that
generate fine water droplets at low pressure, providing rapid cooling and vaporisation. Effective for
confined spaces and sensitive equipment. Example: A mist system protects the control panel room from
potential fire spread. Challenge: Designing adequate droplet distribution to achieve sufficient cooling.

Marine Firefighting Vessels — related terms: fireboat, water cannon. Specialized ships equipped with
high-capacity pumps and water cannons to combat fires on offshore installations or at waterfront terminals.
Example: A fireboat can deliver 10000 L/min to a burning tanker alongside the jetty. Challenge:
Coordinating with shore-based resources and ensuring safe navigation during fire conditions.

Mass Flow Meters — related terms: flow measurement, process control. Instruments that measure the mass
flow rate of liquids or gases, essential for detecting abnormal flow that may indicate a leak or fire scenario.
Example: A sudden increase in mass flow on a product line triggers an alarm. Challenge: Maintaining
accuracy under varying temperature and pressure.

Modular Firewalls — related terms: fire barrier, compartmentalisation. Prefabricated fire-resistant panels used
to create fire compartments within a terminal. They provide rapid installation and flexibility for
reconfiguration. Example: Modular firewalls separate the loading area from the administrative block.
Challenge: Ensuring proper sealing and integration with existing structures.

Molten Metal Fire Protection — related terms: special extinguishing agent, dry powder. Specific
fire-suppression approach for fires involving molten metal, using dry powder agents that smother the fire
without reacting. Though rare in oil terminals, knowledge is required for ancillary facilities. Example: A
dry-powder system is installed near a metal-casting workshop adjacent to the terminal. Challenge: Training
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personnel on the unique hazards of metal fires.

Oil Spill Containment Booms — related terms: spill response, environmental barrier. Floating barriers
deployed to contain oil spills on water, preventing spread and facilitating recovery. Essential component of
emergency response kits. Example: Booms are launched from a dedicated rack when a tanker off-load
breach occurs. Challenge: Rapid deployment in adverse weather and ensuring boom integrity.

Operational Emergency Procedures (OEP) — related terms: standard operating procedure, emergency drill.
Detailed step-by-step instructions for staff to follow during fire emergencies, covering shutdown,
evacuation, and communication. Example: The OEP for a tank fire outlines the sequence for isolation valve
closure. Challenge: Keeping procedures up-to-date and ensuring employee familiarity through regular drills.

Over-Pressure Protection Devices — related terms: rupture disc, pressure safety valve. Mechanical devices
that relieve excess pressure in tanks or vessels to prevent rupture, especially during fire exposure. Example:
A rupture disc set at 250 psi bursts to vent vapour from a tank under fire. Challenge: Selecting appropriate
set points and ensuring regular inspection.

Personal Protective Equipment (PPE) — related terms: fire suit, breathing apparatus. Gear worn by personnel
to protect against heat, flame, and toxic fumes during fire response. Includes flame-resistant clothing,
helmets, gloves, and self-contained breathing apparatus (SCBA). Example: Firefighters don SCBA before
entering a burning tank area. Challenge: Ensuring proper fit, maintenance, and training on usage.

Petroleum Coke (Petcoke) Storage — related terms: solid fuel, fire load. Storage of solid carbon residues from
oil refining, which pose fire risks due to high carbon content and spontaneous combustion potential.
Example: A dedicated petcoke pile is protected by a water spray system. Challenge: Monitoring temperature
and moisture to prevent self-ignition.

Process Safety Management (PSM) — related terms: risk based inspection, safety integrity level. Systematic
approach to managing hazards associated with processes involving hazardous chemicals, including fire
hazards. Integrates hazard analysis, operating procedures, and emergency response. Example: PSM
mandates a periodic review of fire protection systems. Challenge: Aligning PSM requirements with local
regulations and operational realities.

Quick-Response Firefighting Teams — related terms: internal fire brigade, rapid intervention. Trained groups
of terminal staff equipped to act immediately upon fire detection, before external fire services arrive.
Example: A 6-person team equipped with foam extinguishers responds to a loading arm fire. Challenge:
Maintaining readiness, training, and equipment availability 24/7.

Radiant Heat Detectors — related terms: infrared sensor, fire detection. Sensors that sense emitted infrared
radiation from hot surfaces, providing early detection of flames and high-temperature zones. Example:
Radiant heat detectors monitor the exterior of large storage tanks. Challenge: Avoiding false alarms from
sunlight reflections and hot equipment.

Refinery Firewater System — related terms: fire pump, water distribution network. Dedicated water supply
and distribution infrastructure designed to support fire-fighting operations throughout a refinery or
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terminal. Includes storage tanks, pump houses, and distribution mains. Example: The firewater system
delivers 3000 L/min to the jetty fire monitors. Challenge: Ensuring redundancy and protecting the system
from contamination.

Remote Operated Shut-off Valves (ROSOV) — related terms: actuated valve, emergency isolation. Valves that
can be closed remotely via electronic or pneumatic actuation from a control room, enabling rapid isolation
of fuel lines during a fire. Example: ROSOVs are triggered automatically when a fire alarm is received in
zone4. Challenge: Verifying actuation reliability under fire-induced power loss.

Risk Based Inspection (RBI) — related terms: integrity management, failure probability. Methodology that
prioritises inspection activities based on the probability and consequence of equipment failure, including
fire scenarios. Example: RBI identifies a high-risk loading arm for more frequent inspection. Challenge:
Collecting accurate data and updating risk models as operating conditions change.

Safety Instrumented System (SIS) — related terms: functional safety, SIL. Automated system that monitors
process parameters and initiates safety actions, such as shutting down pumps or activating alarms, when
unsafe conditions are detected. Example: A SIL-2 SIS closes the product line valve upon fire detection.
Challenge: Maintaining functional integrity through rigorous testing and compliance with IEC61511.

Safety Relief Valves (SRV) — related terms: pressure relief, over-pressure protection. Valves that automatically
open to relieve excess pressure, preventing equipment rupture during fire exposure. Example: SRVs on a
product tank open at a predetermined set pressure to vent vapour. Challenge: Ensuring proper sizing and
preventing discharge onto flammable surfaces.

Scope of Work (SOW) - related terms: project specification, fire protection design. Document that defines
the tasks, deliverables, and responsibilities for fire protection and emergency response projects. Example:
The SOW outlines installation of a foam system for the new loading berth. Challenge: Clearly defining
responsibilities to avoid scope creep and ensure compliance.

Self-Contained Breathing Apparatus (SCBA) — related terms: respirator, PPE. Portable unit that supplies
breathable air to the wearer, protecting against smoke inhalation and toxic gases during fire response.
Example: SCBA units are issued to the internal fire brigade for use inside tank interiors. Challenge: Regular
cylinder inspection and ensuring sufficient air supply for extended operations.

Segregated Storage Areas — related terms: fire compartment, isolation zone. Designated zones where
incompatible products are stored separately to reduce fire spread risk. Example: Separate bays for gasoline
and diesel are separated by fire-rated walls. Challenge: Maintaining strict segregation during high turnover
periods.

Shutdown Procedures — related terms: process isolation, emergency stop. Defined sequences for safely
stopping operations, isolating equipment, and depressurising systems when a fire is detected. Example: The
shutdown procedure for a loading arm includes valve closure, pump stop, and vapour recovery activation.
Challenge: Executing procedures quickly while avoiding human error.

Smoke Detection Systems — related terms: optical detector, ionisation detector. Devices that sense the
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presence of smoke particles in the air, often used in non-fuel areas of the terminal. Example: Optical smoke
detectors are installed in the administrative building. Challenge: Preventing nuisance alarms from diesel
exhaust or dust.

Spill Response Kits — related terms: containment, absorbent material. Portable equipment packages
containing booms, absorbents, PPE, and tools for immediate oil spill mitigation. Example: A spill kit is
located near each loading arm for rapid deployment. Challenge: Ensuring kits are fully stocked and
personnel are trained in their use.

Standard Operating Procedure (SOP) — related terms: process guide, work instruction. Documented routine
instructions for normal operations, including fire-related tasks such as testing alarm panels or inspecting fire
doors. Example: An SOP outlines monthly testing of the fire alarm system. Challenge: Keeping SOPs
synchronized with evolving safety standards.

Standing Water Pump — related terms: dewatering, flood control. Pump used to remove accumulated water
from low-lying areas during or after a fire event to prevent secondary hazards. Example: A standing water
pump clears water from the loading deck after a deluge activation. Challenge: Preventing pump inlet
blockage by debris.

Static Electricity Control — related terms: grounding, bonding. Measures to prevent accumulation of static
charges that could ignite flammable vapours, especially during loading/unloading operations. Example:
Grounding cables are connected to each tanker to dissipate static. Challenge: Maintaining continuous
grounding in wet or corrosive environments.

Steam Fire Suppression Systems — related terms: steam discharge, heat removal. Systems that release
high-temperature steam to displace oxygen and cool fire zones, often used in areas where water damage
must be minimised. Example: A steam system protects the electrical control room. Challenge: Providing
sufficient steam generation capacity and managing condensate.

Strategic Fire Protection Planning — related terms: risk assessment, resource allocation. Long-term approach
to determine the most effective combination of passive and active fire protection measures across a
terminal. Example: Planning includes placement of firewater reservoirs, firewalls, and detection networks.
Challenge: Balancing cost, operational impact, and regulatory compliance.

Sub-Surface Leak Detection — related terms: ground sensor, acoustic monitoring. Techniques for detecting
leaks beneath the ground surface, often using acoustic or moisture sensors to locate underground pipe
failures that could lead to fire. Example: Acoustic sensors detect a leak in a buried fuel line, prompting
immediate isolation. Challenge: Interpreting signal data in noisy industrial settings.

Supervisory Control and Data Acquisition (SCADA) — related terms: process monitoring, alarm integration.
Centralised system that collects real-time data from sensors, controls equipment, and generates alarms for
fire detection and response. Example: SCADA displays temperature trends and triggers alarms when
thresholds are exceeded. Challenge: Ensuring cybersecurity while maintaining rapid alarm response.

Synthetic Foam (S-Foam) — related terms: environmentally friendly, fluorine-free. Modern firefighting foam
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formulation that avoids per- and poly-fluoroalkyl substances (PFAS) while providing effective suppression of
hydrocarbon fires. Example: S-Foam is used in the terminal’s new foam system to meet environmental
regulations. Challenge: Verifying performance equivalence to legacy AFFF foams.

Thermal Imaging Cameras — related terms: IR camera, hot spot detection. Portable or fixed cameras that
capture infrared radiation to visualise temperature distribution, aiding fire detection and post-fire
assessment. Example: Firefighters use a thermal camera to locate hidden hot spots in a tank wall. Challenge:
Calibration and training operators to interpret images accurately.

Thermal Release Valves — related terms: temperature-actuated, fire isolation. Valves that automatically open
or close when a specific temperature is reached, providing passive fire isolation without external power.
Example: A thermal release valve closes a pipeline when a fire raises the surrounding temperature above
150°C. Challenge: Selecting appropriate activation temperatures for different fire scenarios.

Three-Dimensional (3D) Fire Modelling — related terms: CFD simulation, hazard analysis. Computational fluid
dynamics tools that simulate fire growth, smoke movement, and heat transfer in complex terminal layouts.
Example: 3D modelling predicts fire spread from a tanker to adjacent storage tanks. Challenge: Obtaining
accurate input data and interpreting results for design decisions.

Training Simulators — related terms: virtual reality, scenario based. Interactive platforms that replicate fire
emergencies for personnel to practice response actions without real-world risk. Example: A VR simulator
allows operators to rehearse shutting down a loading arm during a fire. Challenge: Keeping scenarios
realistic and updating software to reflect facility changes.

Turn-out Gear — related terms: fire uniform, protective clothing. Complete set of personal protective
equipment issued to internal fire brigade members, including helmets, gloves, boots, and fire-resistant
jackets. Example: Turn-out gear is stored in a dedicated locker near the fire station. Challenge: Regular
inspection for wear and ensuring rapid donning in emergencies.

Vapour Recovery Units (VRU) — related terms: vapor recovery, emissions control. Systems that capture and
condense hydrocarbon vapours emitted during loading/unloading, reducing fire risk and environmental
impact. Example: A VRU recovers 95 % of gasoline vapour during a ship loading operation. Challenge:
Maintaining efficiency under varying temperature and pressure conditions.

Vapour Detection Sensors — related terms: infrared, catalytic sensor. Instruments that detect the presence of
flammable hydrocarbon vapours in the air, providing early warning before ignition. Example: Catalytic
sensors monitor the atmosphere above a storage tank. Challenge: Calibrating sensors to differentiate target
vapours from background hydrocarbons.

Ventilation Control Systems — related terms: exhaust fans, smoke extraction. Automated systems that
manage airflow to prevent accumulation of toxic gases and to control smoke movement during a fire.
Example: Ventilation fans increase exhaust flow when a fire alarm is activated. Challenge: Balancing
fire-fighter access with smoke removal and maintaining system integrity under fire heat.

Water Curtain Systems — related terms: water barrier, fire protection. Fixed or portable arrangements of
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water jets that create a continuous curtain to prevent fire spread across openings or between zones.
Example: A water curtain protects the entry to a high-risk storage area. Challenge: Achieving sufficient flow
and pressure to maintain an unbroken curtain.

Water Mist Nozzles — related terms: fine spray, cooling effect. Nozzles that atomise water into fine droplets,
providing rapid cooling and vaporisation with lower water usage compared to conventional sprinklers.
Example: Water mist nozzles are installed in the control room to protect sensitive equipment. Challenge:
Ensuring droplet size distribution for effective cooling.

Wet Pipe Sprinkler Systems — related terms: sprinkler head, fire suppression. Traditional sprinkler networks
where water is kept under pressure in the piping, ready to discharge when a sprinkler head opens. Example:
A wet pipe system protects the administrative building. Challenge: Preventing pipe freezing in colder
climates and maintaining water quality.

Wildfire Interface Planning — related terms: external fire risk, buffer zone. Strategies to mitigate the impact
of wildfires on terminal facilities, including creation of vegetation-free zones and firebreaks. Example: A
30-meter cleared area around the perimeter reduces ember intrusion. Challenge: Coordinating with local
authorities and managing land-use restrictions.

Zero-Leak Policy — related terms: environmental compliance, integrity management. Organizational
commitment to eliminate any releases of oil or hazardous substances, thereby reducing fire initiation
sources. Example: The terminal adopts a zero-leak policy, mandating continuous monitoring and rapid
repair of any detected leaks. Challenge: Achieving practical zero-leak performance amidst aging
infrastructure.
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